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Abstract—The software testing community has continued to
research and develop new ways of testing Android mobile
applications to ensure an application function as expected and
serves its purpose. Given that every testing technique/tool has
its strengths and weaknesses. This study aims to present a
comparative analysis of fully automated techniques which
automatically generate and execute test cases concurrently
during runtime. We selected 10 fully automated techniques
published from 2013 to 2023 techniques to identify the
similarities and differences that exist among them. We clearly
define the comparative criteria (such as the exploration method,
systematic method, termination criterion, extraction criterion,
and scheduling method) used for comparing the selected
techniques. The analysis shows that meost fully automated
techniques adopt an active learning exploration approach for
exploring the application under test (AUT). We also observed
that only the techniques utilizing the active learning approach
are capable of modelling and abstracting the graphic user
interface (GUI) of the AUT, others randomly select events to be
fired into the AUT.

Keywords—  Android  Application, Mobile Application
Software Testing, Testing Technique

I. INTRODUCTION

Computer technology for the past few years has gone from
the desktop to the laptop and now to the handheld mobile
device. Life seems to be far easier for the users of these
devices as they have literarily built their world around it.
Consequently, they have continued to patronize mobile
applications to meet their day-to-day business and social
needs. This transformation has made the job of software
developers and testers more difficult to ensure these devices
function as expected [1].

In the year 2021, about 1.54 billion smartphones were sold
to users worldwide and over 371 million smartphones were
purchased in the fourth quarter of 2021 [2], [3]. The high
demand for smartphones and tablets led to a corresponding
growth in the creation of mobile applications for these devices
to address the computational requirements of their users [4],
[5]. A recent study shows that over 230 billion mobile
applications (Mobile Apps) were downloaded worldwide in
2021 alone [6]. The rate at which these mobile applications
are being published into the marketplace poses a great
challenge for software engineering researchers (particularly
software testers) in determining the quality of these apps (that
is, their functionality, behaviour, and performance under
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certain conditions) [5], [7]. Some of the challenges that hinder
or limit the abilities of the software testers to effectively verify
the quality of application software are the fragmentation of
device models, variety of operating system (OS) platforms,
fast release cycles, a huge number of mobile network operator,
time and language barriers (such as time zone variation and
targeted users), data security breach, etc. [8]-[10].

Mobile applications are “software programs designed to
operate on mobile devices like smartphones, tablet PCs, and
other mobile gadgets” [11], these applications can execute
network-based functions through a cellular or satellite data
connection [1], [11]. Due to the competitive nature of the
mobile industry, mobile application developers now pay close
attention to the quality of the applications they develop,
responding to any form of negative reviews, and constantly
updating their apps in other to rectify any bug-related issues
reported by the users of these applications. Therefore, testing
of these applications has become necessary and considered the
best mechanism to ensure the quality of software programs in
functionality, behaviours, performance, and features [12].

According to Morgado et al. [13], testing is essential in
improving the quality of a product, hence, a crucial part of the
mobile development process. The goal of testing software
applications is to discover any form of defect that may affect
the general functionality of the system. Testing can be manual
— requiring some level of human intervention to generate test
cases and interpret test results or automatically generate and
execute test cases.

II. BACKGROUND

Testing of mobile applications to assess or verify their
quality is manually or automatically implemented. Generally,
test cases are important testing inputs that are generated from
some kind of software artefact used as reference inputs for
generating test cases such as the “program source code,
software specification or design models” [14] as well as the
information that is dynamically obtained from the program
execution. Researchers have explored and documented
various kinds of testing techniques in the cause of identifying
and implementing a test strategy that is more efficient and
cost-effective. Some of these testing techniques include
“Script-based, Capture/Replay, Random walk, Model-based,
Search-based, Symbolic/Concolic ~ Execution, and
Combinatorial-based” [15], [16].
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1) Script-based

The script-based technique requires the software tester to
manually write the test scripts that exploit the features of the
application under test (AUT). A recent study conducted by
Pan et al., proposed METER (Mobile Test Repair), a script-
based technique and tool for repairing graphical user
interfaces “test scripts for mobile apps that leverage computer
vision techniques” [17]. Imparato suggested a fused approach
involving GUI Ripping methodology with input perturbation
testing, a method that systematically investigates the
functionality of Android apps, constructing a model of the
explored graphical user interface (GUI), and subsequently
employing it to generate modified test inputs [18]. The
application of this technique is implemented in GUI Ripper.
Jiang et al., introduce a script-based method integrated into the
MobileText tool, employing a “sensitive-event-based”
approach to streamline case design, thereby improving both
its efficiency and reusability [19].

2) Capture/Replay

The Capture/replay technique records entries during a
manual test and creates automated test scripts that can be
reused. This technique is considered the early transition stage
from manual to automated testing, it captures a series of user
actions within an application and transforms them into
automated test scripts for subsequent replay. Capture/Replay
can otherwise be referred to as Capture and Playback or
Record and Replay.

3) Random Testing

In the random testing technique, the AUT is tested by
randomly generating independent inputs and test cases. This
method of testing like the one proposed by [20] is mostly
implemented in Monkey Tool, although they are considered
very scalable and easy to use, its effectiveness can be
questionable [21] because Monkey Tool can be modified to
allow certain adjustments to different classes of events i.e., a
tester can decide to send “click events on the GUI more
frequently than the gesture ones” [22].

4) Model-based

In the model-based testing approach, test cases originate
from a model outlining the functional aspects of the tested
application. All model-based techniques are automated; they
include any approach that automatically generates and
executes test cases without any human intervention.

5) Systematic/Active learning-based

Model learning addresses the shortcomings of model-
based testing by learning a model of the app during testing, it
directs the generation of user input sequences according to
the learned model [23].

6) Search-based

The search-based testing approach utilizes a meta-
heuristic method which is a higher-level procedure designed
for finding, generating, or selecting a heuristic. The meta-
heuristic search aims to optimize the search technique (like
Genetic Algorithm) to fully or partially automate the
generation of test data [24], [25].

7) Symbolic/Concolic Execution

In the symbolic testing technique, symbolic values
represent test input values instead of using concrete (actual)
data, and program variables are expressed symbolically.
Consequently, output values are generated as a result of the
input symbolic values. In contrast, concolic execution
automates test input generation by using both concrete (actual
data) and symbolic values for inputs, executing the program
in both concrete and symbolic modes [26],[27].

8) Combinatorial-based

Combinatorial testing tests the application under test with
all the required parameter value combinations; this type of
testing technique can detect failure triggered as a result of the
interactions among parameters in SUT [28], [29].

III. METHODOLOGY

We start by conducting a mini survey to identify the
existing Android mobile app testing tools/techniques
published in reputable platforms such as ACM, Web of
Science, Google Scholar, and EBSCOhost. We categorize the
identified techniques into two groups mainly, partial and fully
automated based on their degree of automation (i.e., test
execution and test case generation). Since some technique
automates only the test execution step while requiring some
level of human intervention at the test case generation stage.
We classify this set as partial or semi-automated, example of
this type of technique include the script-based and
capture/replay techniques.

Our study is based on fully automated techniques which
automatically generate and execute test cases concurrently
during runtime. We selected 10 fully automated techniques
published from 2013 to 2023 and then explored the
characteristics and features that exist among them.

A. Selected Techniques/Tools

Techniques within this category can generate and
execute test cases automatically at runtime. The subsections
below summarize the 10 fully automated testing
techniques/tools identified in this study as follows:

1) Dynodroid

Dynodroid is used for the automated testing of Android
applications [30], it is specifically designed for exploring and
testing Android applications by generating and executing a
diverse set of inputs including various events like taps,
gestures, and system calls.

2) iMPAcT

iMPACT [31] uses a random technique that randomly fires
an event to a running application and dynamically analyses
the AUT. It recognizes the app’s distinct Ul patterns and
verifies their correct implementation. The testing process
concludes upon the execution of a predefined number of
events.

3) BBoxTester
BBoxTester utilizes a random approach that relies solely on
the Monkey Tool for generating and executing test cases [32].
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4) MobiGUITAR

MobiGUITAR is an automated testing tool for Android
applications that operates on a GUI-driven approach, relying
“on the observation, extraction, and abstraction of the runtime
state of GUI widgets” [33]. It dynamically explores the GUI
of the AUT creating its state-machine model, and then uses
this model to obtain the sequence of events for execution.

5) A3E

A3E employs two systematic testing methods, Targeted
Exploration and Depth-First Exploration [34]. The Targeted
exploration technique focuses on the specific areas or
functionalities of an application under test. While the Depth-
First exploration technique emphasizes testing a single
feature or functionality of the AUT before moving on to
others.

6) DROIDRACER

DROIDRACER [35] is a tool for testing the performance
and reliability of Android applications. It’s designed to
automate the testing of Android apps under various
conditions and scenarios to identify issues related to
performance, security, and stability. Key features and
capabilities of DroidRacer include automated testing, stress
testing, race condition detection, randomized testing,
coverage analysis, and crash reporting.

7) Swifthand

Swifthand is an active learning technique that utilizes
“execution traces generated during the testing phase to learn
an approximate model of the GUI” [23], and subsequently,
uses it to select user inputs that navigate the application to
states that have not been explored previously.

8) ORBIT

ORBIT [36] is a search-base technique that automatically
obtains the GUI model of a mobile app by statically analyzing
the application’s source code allowing the extraction of a
collection of user actions associated with each widget in the
GUI. Subsequently, these events are systematically executed
on the running app using the depth-first search strategy.

9) DroidCrawler

DroidCrawler [37] automatically explores the AUT
utilizing the depth-first search approach, extracting the GUI
Tree model from the graphical user interface. The exploration
concludes once there is no other new interface to explore.

10) AppDoctor

AppDoctor [38] performs different exploration methods
such as interactive, scripted, random, and systematic on the
AUT. Interactive exploration shows the available list of
actions to the tester, who then selects which action to
perform. The scripted method allows the tester to write scripts
to select actions to be executed by the AppDoctor. The
random method allows AppDoctor to randomly select an
action to perform, and lastly, the systematic method
systematically explores the GUI for bugs using different
search heuristics (such as breadth-first or depth-first search).
The exploration terminates after a predefined number of

events (for random testing) or after the entire interface has
been explored (for systematic testing).

B. Comparative criteria

Having observed that all the fully automated testing
techniques share similar iterative behaviour (such as the
exploration, learning, extraction, scheduling, and termination
method used) when exploring the application under test
whereby a sequence of events is scheduled and executed in a
given iteration, then, stops once a predefined termination
condition is reached. We further explore these iterative
behaviours in the following subsections and represent them
in Table I.

1) Exploration method: this defines the approach used by
the fully automated technique while exploring the AUT and
for generating test cases. The potential values within the
exploration method include — random and active learning.
The random method does not rely on the AUT model, while
the active-learning exploits the model of the AUT at runtime.

2) Systematic method: this criterion is valid if the
exploration method relies on the model of the AUT. It is made
up of two sub-parameters namely — The inferred model and
the Abstraction method. The former states the type of GUI
model inferred by the testing technique. The five main
inferred models identified in the literature are the GUITree,
DATG, SATG, and EDLTS. The latter describes the method
employed to create an abstract representation of a GUI model,
they include the Active Name (AN), a GUI state that belongs
to the same “Activity class”, the “Single Attribute Value”
(SAV) refers to a scenario in which a GUI state within the
model is linked to GUIs that share an identical set of widgets
and possess the same value for a particular attribute while the
“Multiple Attribute Values” (MAV) refers to a situation
where a GUI state is associated with all the GUIs that have
the same set of widgets and exhibit identical values for a
subset of the widgets’ attributes. SAV and MAV can be
configured to allow the software tester the flexibility to select
the specific type of widget and attribute to consider while
describing the GUI.

3) Termination criterion: this defines the approach used
to terminate or end an automated testing process. The
common termination criterion values that can be assumed by
any online testing technique include a Predefined Number of
Events (PNE) that stops the iteration loop after executing a
predefined number of events, a Predefined Length (PL) that
stops the loop when the sequence of events generated reached
a predefined length, a Predefined Time of Execution (PTE)
stops the loop once a predefined time of execution is reached.
However, in a situation where a random exploration method
is used, the Sat value terminates the testing process when N
(a given random technique) reaches the same testing
adequacy i.e., the same code coverage. On the other hand, the
MC value terminates the process when an expected coverage
has been reached.

4) Extraction criterion: this defines the events to be
extracted and sent to the AUT by the technique. We identified
two values for this purpose: the Predefined Events (PE) and
the Relevant Events (RE) values, the former considers a
subset of the predefined type of event that could be
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potentially managed by any Android application, while the
latter ensures that the technique extracts only relevant events
that can be handle by the app in its present state.

5) Scheduling method: this explains or describes the
method used to select the sequence events to be fired next
during the test process. The two possible sets of values as
identified in the literature are graph-based and random-based
values, the former is common with fully automated

TABLE L
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Criteria

Classification

Dynodroid

AN

Exploration Method Random

Active
Learning
GUITree
DATG
SATG
EDLTS

FSM
AN
SAV
MAV
PNE
PL
PTE
Sat

MC

PE

RE
Breadth-first
Depth-first
Targeted

L*

L* Minimal

Inferred Model

Abstraction Method

Systematic Method

Termination Criterion

Extraction Criterion

Graph-based

Uniform

Random-based Frequency

Biased

Scheduling Method

Priority

IV. DISCUSSION

Among the identified tools presented in this study, [30-
32] employ only a random exploration approach while
exploring the application under test. Techniques [34 - 37], use
an active learning exploration approach, while [23], [33], and
[38] adopt both random and active learning approaches for
exploring the AUT. We also observed that only the
techniques utilizing the active learning approach are capable
of modelling and abstracting the graphic user interface (GUI)
of the AUT, others randomly select events to be fired into the
AUT. Among these techniques utilizing the systematic
method, [33], [35], [37], and [38] inferred a GUITree; [34]
adopt both the Dynamic Activity Transition Graph (DATG)
and Static Activity Transition Graph (SATG) to model the
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behaviour of the AUT; [23] and [36] use the Extended
Deterministic Labeled Transition Systems (EDLTS) and
Finite State Machine (FMS) respectively.

For the abstraction method used, [30], [23], and [36 - 38]
all utilized the multiple attribute values (MAV); [34] uses the
single attribute value (SAV), only technique [33] adopts the
activity name (AN), (SAV), (MAV) abstraction values.

Test execution must terminate at some point during
testing, techniques that terminate after a pre-defined number
of events (PNE) is fired into the AUT include [30 - 33], and
[38]. DROIDRACER [35] terminates once the sequence of
events generated reaches a predefined length (PL), and
SwiftHand [23] stops executing after a predefined time of
execution (PTE). In the event where a random exploration is
used, the Saturation value (Sat) terminates the testing process
once a given technique () reaches the same code coverage.
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If a technique adopts the systematic exploration approach, the
multiple coverage (MC) value terminates the process after an
expected code coverage is reached.

As for the extraction method used, only the techniques
[32], [33], and [37] adopted the predefined events (PE) for
events to be extracted and sent to the AUT, others adopted
relevant event values. At the event scheduling stage, the
techniques either explored a graph-based or random-based
method for scheduling events. We observed that all the active
learning techniques adopt a graph-based scheduling method,
while their random-based counterpart used either the
uniform, frequent, biased or priority approach in scheduling
events fire on the AUT.

V. CONCLUSION

Various kinds of testing techniques have been proposed
and incorporated into testing tools that implement them. App
developers/testers now have the opportunity to decide which
technique (i.e., tool) to adopt while testing their app. In this
study, we have identified these fully automated testing
techniques and further explored the similarities and
differences that exist among this set of techniques to provide
the software testing community and researchers a quick guide
to help them make informed decisions as to which testing
technique best suits their testing needs. Our future work will
include comparing these fully automated testing techniques
to ascertain their strength and weaknesses.
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