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Abstract: Cybersecurity knowledge is among the essential elements for both public and private organizations and individuals due to the advent of online 
activities that pose a threat to critical organizational information. Researchers have conducted much research to provide a solution on how to increase 
the level of cybersecurity awareness. The methods used by various researchers include qualitative, quantitative, or mixed-methods approaches to 
determine the level of cybersecurity awareness. This paper aims to identify the most critical questions asked using the quant itative approach as it is the 
most commonly used method. The paper examines a dataset used in the work of Al-Janabi and Al-Shourbaji using an unsupervised machine learning 
technique known as Principal Component Analysis (PCA) to identify the most critical questions. The result from the analysis indicates that only the first 
six PCs have eigenvalues greater than 1, which means that these components (i.e., questions) are the most crucial to be used in identifying the most 
accurate level of cybersecurity awareness. Furthermore, the result provides a new dimension of questions to be used in determining the awareness level 
as it has been verified using the PCA technique. The paper also gives further recommendations on how to increase the level of cybersecurity awareness 
among both the public and private sectors. 
 
Index Terms: Cybersecurity awareness, Principal Component Analysis, Unsupervised machine learning, Quantitative analysis.   
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1 INTRODUCTION                                                                     

The world has become globalized where Information and 
Communications Technology (ICT) plays a crucial role in the 
daily activities of an individual and has made our lives 
convenient and more comfortable [1]. Technology has become 
an integral part of human life, and its benefits are clear, e.g. 
allowing one to keep in touch with their distant relatives and 
friends through social platforms like Facebook. 
Communication has also become faster as platforms such as 
Twitter allow discussion of the most current and trending 
topics in real time. Another benefit of technology is online 
education, which enables the acquisition of knowledge at your 
own convenient time and place. However, people keep their 
private information on digital media such as social media, 
which could lead to a threat to such information.  
In this situation, ensuring that the data is kept safe and cannot 
be accessed by any unauthorized person is vitally important. 
Unfortunately, most people are not aware of the importance of 
cybersecurity aspects, thus they keep their private information 
on such media channels without any hesitation. In addition, 
there are other ways in which the confidential information of an 
individual can be accessed, e.g. the official websites of 
businesses where people shop online and give their contact 

details. Several developments and training programs were 
established in an attempt to contain the impact of breaches or 
attacks. The National Initiative for Cybersecurity Education 
(NICE) was created to improve the long-term cybersecurity 
posture of the USA [2], where the NICE aimed to address 
awareness, formal education, professional training, and 
workforce structure. In the UK, enhancing cybersecurity 
education and skills is one of the four main components of the 
2011 national program to secure cyberspace [3, 4]. UK cyber 
policy has incorporated cybersecurity at all levels of education, 
starting from the age of 11 years. In Saudi Arabia, the National 
Cybersecurity Authority (NCA) was established in 2017 to 
centralize cybersecurity controls. Concurrent with this, the 
National Cyber Security Center (NCSC) was established to 
serve as the arm for the technical and operational component 
of the NCA. The NCSC monitors supervisory control and data 
acquisition (SCADA) systems among government entities, 
specifically in the sectors of energy and industry [3]. With the 
increase of cyber incidents in the education sectors, the 
importance of cybersecurity has been revealed, as academic 
institutions are now a sensitive target for hackers. Due to 
financial loss and lack of security in data, cyber hacks are 
becoming common in the education sector. According to the 
key findings of the cybersecurity survey in the UK, the 
organizations within the educational sector have become the 
most prominent targets in terms of identified successful data 
breaches or attacks in 2020, as shown in Figure 1 [4]. 
Therefore, it is essential to specify the importance of 
cybersecurity awareness in an effort to help others to 
understand network security training and protection measures 
in academic institutions [5].  
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Figure 1. Percentage of identified breaches or attacks in UK 

organizations. 
 
To understand the importance of cybersecurity awareness, 
King Abdullah Center for Science and Technology (KACST's), 
National Center for Cybersecurity Technology (C4C), as well 
as the Prince Mohammed bin Salman College for 
cybersecurity, artificial intelligence, and advanced technologies 
are educational institutions that were established encourage 
technology innovation and provide professional development 
to Saudi Arabia nationals [6]. These initiatives and investments 
helped improve cybersecurity capacity in academic sectors. 
The purpose of this paper is to assess the rate of 
cybersecurity awareness by implementing the concept of PCA 
to identify the most critical questions in respect to information 
security awareness in academic institutions within Saudi 
Arabia as a case study, as previous work has used the 
questions without implementing the PCA[7]. Although other 
researchers have adopted the questions, such as [8, 9,10], all 
these have directed, applied and interpreted the questions in 
their research without examining the most critical questions 
that fully represent information security awareness of the case 
studies. However, according to the knowledge of the 
researchers at the point of concluding the research, the PCA 
has only been applied in a study that identified Factors 
Related to Cyber Security Behavior by [11]. This research will 
help new researchers in cybersecurity to identify the level of 
cybersecurity awareness by applying the most significant 
questions of their academic staff, students and employees. 
The paper is organized as follows; In Section II, to familiarize 
the readers with the subject, we will cover the relationship 
between cybersecurity and educational instruction. In Section 
III, we will detail the methodology used to carry out this survey. 
In Section IV, we provide the experimental empirical result to 
determine the most critical questions in the dataset. Finally, in 
Section V, we will further elaborate discussion of the findings 
from the analysis, and then conclude the paper. 

 
2 BACKGROUND 
In the current digital age, cybersecurity issues are one of the 
real problems having specific risks and threats. Despite the 
usual security threats, cyber-attacks are found to be a source 
of risk for students whose young and inquisitive minds often 
lead them to pursue information through improper online 
conduct. The consequences of cyber-attack may lead to 
adverse effects [12]. The importance of cybersecurity 
awareness within educational institutions can be notified by 
understanding the secure information carried out by computer 
systems such as student's personal information, identifiable 

information, and other policies. The author in [13] discussed 
that educational institutions have personal data of students 
such as medical records, biometrics, birth certificate, social 
security numbers, and any other important information that 
needs to be protected. Apart from this, educational institutions 
deal with credit cards and transactions that must follow 
security standards. In such a case, cyber-attacks will lead to 
privacy loss and breach of the laws and regulations of 
educational institutions [14]. According to S. Hina et al. (2020), 
security awareness helps to protect law enforcement and 
offers protection awareness for the student to access the 
system and resources securely. The educational sector, like 
any other sector, has witnessed the emergence of negative 
issues with the use of the internet. This is mainly due to the 
lack of awareness and low self-mechanism criteria. For this to 
improve, the author in [15] determined some measures to see 
how knowledge spreads in young children of South Africa. 
Fundamental cybersecurity life skills should be taught at 
primary school, delivered to all pupils, ensuring that 
awareness is raised in all genders equally. Cybersecurity 
awareness and resilience are too crucial for any government 
to leave to chance. On the other hand, in[16], the authors 
discussed the importance of cybersecurity education as the 
issue of cybersecurity which can help to protect against the 
illegal use of electronic data. It has been determined that 
educational sectors are under threat, and they are frequently a 
target for Ransomware. Because of this, some cases have 
been experienced related to data breaching [17]. Therefore, 
the educational sectors need to review their systems and 
adopt secure strategies for the improvement in data protection 
techniques and privacy policies. In the view of Venter et al. 
[18], the human error also leads to cyber-attack 
consequences; therefore, maintaining the staff and student 
privacy is the crucial requirement in the threat landscape, 
referring to cyber issues in the academic institutions of Saudi 
Arabia. In [19], the authors presented some cybersecurity 
measures that help to understand the management system 
and ways to secure the data by offering multi-pronged 
solutions. Considering the sense of security, the importance of 
data security for the specific demand of the educational 
practices such as campus wireless networking, online 
curriculum system, and student management system has 
been emphasized. With the help of data security, there might 
be less chance of facing data loss and risk disruption 
situations within academic institutions. On observing the 
threats observed in the educational sector, there is a need to 
provide strategic advice by applying practical approaches to 
security. Other than this, the management or educational 
authorities also help to align the security goals with the 
academic policies used in respective institutions. According to 
[20], the cybersecurity practices for the education sector help 
to assist risk management and direct the education sector to 
combat cyber threats. The work of [21] includes security 
awareness training by involving everyone in the network 
environment because students, teachers, and other staff are 
responsible for decreasing the risk rates. Over the years, 
cybersecurity awareness has been widely investigated in 
educational institutions. Since their systems need to be 
protected from a vast number of threats, which have become 
more sophisticated and aggressive than ever before, it is 
essential to regularly educate students/employees to adapt to 
the changes in technology and threats as well to meet the new 
requirements in the cyberspace. [22] confirmed that educating 
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people regarding cybersecurity has become a need in the 
current world to create cybersecurity experts. The authors in 
[7] conducted a study on cybersecurity awareness in the 
educational environment in the Middle East. This study 
focused on the need for such awareness by highlighting that 
although students are already using almost all social and 
digital media channels, they still have no clue on how to 
protect their data from getting hacked. The study made the 
need very clear by reflecting many cases of data being 
hacked. It also mentioned that employees entering the 
industry have no idea as to how they can take care of their 
company data from getting hacked, resulting in significant 
economic pain and suffering endured by these companies. 
The role of cybersecurity in Information Technology (IT) 
education was assessed [23], and it was found that this role 
has become crucial in IT education since hacking activities 
have increased over time. On the other hand, experts in IT 
must know how to protect such data from such hackers. IT 
education is becoming more focused because of the increased 
use of ICT in the organizations as well as in households. 
Businesses cannot survive without ICT, and they expand their 
businesses using official websites and social media accounts 
to reach a geographically spread audience. Therefore, it is 
more important to save their own and customers' data. A study 
on cybersecurity awareness among students was conducted 
[24] and it was found that such awareness helps ensure that 
the data is safe. It followed a quantitative approach, and they 
concluded that most of the students in their collected samples 
are not aware of how to secure their data. Information security 
awareness among undergraduate students in Kenya using a 
quantitative survey was evaluated [25]. Results demonstrated 
that despite the increased use of information technology in 
educational institutions, there is very little awareness 
regarding information security awareness among students in 
developing nations. It was found that students do not possess 
a sufficient understanding of information security, and there is 
a need to enhance such awareness. Hence, universities have 
to include such programs within their coursework. The authors' 
in [26] researched strengthening the students' learning on 
cybersecurity and found that the out-of-class learning strategy 
is a feasible pedagogical mechanism, which can result in 
various learning outcomes such as linking the learning to real-
life with cybersecurity aspects. It has been known that 
educational institutions depend on technologies and computer 
networks to facilitate students through academics, courses, 
news, academic courses, and relevant information that is 
stored in the computer system[27]. Therefore, these computer 
systems and data storage devices need to be protected 
against several cyber threats. For this, there is a need to 
measure the awareness level of how much users are 
responsive towards computer viruses and cybersecurity bugs. 
For example, even if they have heard about phishing, some 
users are not sure how to recognize the problem or react 
appropriately. Research conducted by the Pew Research 
Center finds that many Americans are unclear about some key 
cybersecurity topics, terms and concepts. The 13 questions in 
the survey, a substantial majority of online adults were able to 
correctly answer only two of the manly 54% of the 
respondents correctly identified phishing attacks [28]. 
According to the Ponemon Institute report, human 
carelessness was the cause of 78% of cyber-attacks [29]. 
Parson et al. stated that naïve behaviour and accidental 
mistakes of computer users are the most frequent reasons for 

cybersecurity incidents [30]. Unaware employees may share 
sensitive information with unauthorized persons or 
inadvertently install malware, create weak passwords, or be 
the victim of the phishing attack. The Central Intelligence 
Agency (CIA) discovered that 47 government agencies had 
been compromised, and hackers had gained access to over 
21 million government employee accounts [31]. Knowing the 
significance of information security awareness, training and 
education objectives are considered mandatory for the users, 
which covers all disciplines to reduce the risk of cyber-attack. 
Moreover, cybersecurity awareness in academic institutions 
prevents potential cybersecurity attacks and leads the 
students to recognize the threat. 
 

3 RESEARCH MATERIAL AND METHOD 
 
3.1 Material  
In this work, the data from the study by-Janabi and Al-
Shourbaji will be used. The authors used a questionnaire to 
obtain the level of cybersecurity awareness for the participants 
within a university located in the Kingdom of Saudi Arabia. The 
dataset consists of 26 questions where their answers were 
limited to "Yes" or "No". In terms of responses, 760 completed 
responses were collected. This dataset will be used for 
subsequent data analysis and assessments of this work. 
 
3.1 PCA 
PCA is a widely used method for identifying patterns in data of 
high dimensions [32]. It converts a set of p-associated 
variables into a smaller group called Principal Components 
(PCs). These PCs can be used to find the existing 
associations among variables in a compact manner. PCA 
removes unimportant information from the variables and keeps 
the variation present in the dataset.  
 
The PCA model can be represented by:  

 

XWU ddmm 11 
    (1) 

Where u is an m-dimensional vector, which is a projection of x;  
the original d-dimensional data vector (m << d). 

In the PCA method, the orthogonal basis can be calculated by 
finding the eigenvalues and eigenvectors, the eigenvectors 

 and the corresponding eigenvalues 

are . 
 
Let (S) denote a dataset w (of dimensions dxn) as a matrix, 
and each column in the matrix represents one dataset. N 
represents the number of data; d is the dimension for each 
record, and the covariance matrix (S) can be formulated as: 
 
 

      (2)  
 

Where the mean vector of x is and T represents the 

transpose of the matrix x. The eigenvectors can be found by 
solving the set of equations as 

 
             (3) 

 
 

Where the eigenvalues of S are ,. After calculating the 
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eigenvectors, they are sorted by the magnitude of the 
corresponding eigenvalues, the m vectors with the largest 
eigenvalues are selected, and the projection matrix is 
calculated based on: 

TEW      (4) 
Where E contains the eigenvectors as its columns and W is 

a nm  matrix. 
PCA technique was widely employed for identifying 
inferences about the population and also in statistics and 
data mining series [33], [34]. Similarly, in the medical field, it 
has been used in lithofacies clustering [35] due to its 
capability in exploring and reducing high dimensional data in 
questionnaires and surveys [36]–[41]. PCA is used to 

determine the optimal set of questions, which in turn allow to 
explicitly identify the questions that provide full information 
for a specified number of questions and therefore, it will help 
in reducing the number of questions for data analysis. 

 
4 EMPIRICAL RESULTS 
The experiments have been carried out using SPSS 17.0 
statistical software package. The PCA was employed to 
determine the most critical questions in the dataset, as shown 
in Figure 1. The scree plot can be used to show the variation 
between each PC. In the scree plot, the x-axis presents the 
component number (i.e., the question number) and the y-axis 
represents eigenvalues (i.e., the amount of variation). 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
Figure 2. Scree plot for all questions used in the dataset 

 
It can be seen that the first six PCs have eigenvalues greater 
than 1, which means that these components (i.e., questions) 
are the most crucial ones and they can be returned and used 
for further data analysis. These selected questions are 

summarized in Table 1, and the participants' responses to 
those questions are shown in Figure 3. The selected questions 
based on the PCA are provided in appendix A. 

 
The number of respondents for question 1 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

The number of respondents for question 2 
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The number of respondents for question 3 

 
 

The number of respondents for question 4 

 
The number of respondents for question 5 

 
The number of respondents for question 6 

Figure 3. Participants' responses to the selected questions.
5 DISCUSSION  
This section elaborates more on the findings from the above 
analysis. As the objective of the research is to study the 
cybersecurity awareness level in an academic institution, PCA 
technique was implemented on the distributed questionnaire, 
where the target is to identify patterns in data of high 
dimension and also to better understand the dependency that 
exists between questions (variables). 
The result illustrated in Figure 2 shows out of twenty-six 
questions, the PCA technique identified only six questions as 
the most important questions to be used in determining the 
information security awareness of a particular control group. 
These findings indicate that not all questions are relevant in 
identifying the cybersecurity awareness level. However, with 
the use of unsupervised machine PCA, researchers can 
specify the most relevant questions to be used in data analysis 
as it reduces the number of unwanted data by filtering the 
noisy data. The empirical result shows participants' 
understanding is more of a preventive approach.  
The first question is related to cybersecurity in an academic 
institution because they faced some trouble in handling data in 
schools and colleges. Due to this, the respondents for 
cybersecurity awareness were asked questions related to the 
utilization of the encryption method or encryption software for 
the protection of sensitive information. In response to the 
question, ―Did you try to use an encryption method or 
encryption software to protect your sensitive information?‖ 
46.2% of respondents said "yes". It means they have used 

encryption software for data protection, and they have a little 
bit of knowledge about cybersecurity. Meanwhile, the 
remaining 53.8% of respondents are those who have not used 
any encryption software for data protection. This shows that 
fewer than one in two respondents have awareness about 
cybersecurity in the academic institution. 
The next question is related to cybersecurity in an academic 
institution because, in academic institution, many teachers and 
other staff are involved in using debit cards and credit card for 
an outdoor payment. Due to this, the data of their cards can be 
used by hackers. In response to the question, ―Do you use 
debit or credit card at an outdoor payment machine?‖ 61.4% of 
respondents said yes, they have use debit or credit cards for 
their outdoor payment. Still, 38.6% of respondents are 
unfamiliar with the utilization of the credit and debit card for 
their online payment. It represents that many respondents are 
unaware of the cybersecurity information along with the 
utilization of the debit or credit card. The third question of this 
study is related to cybersecurity in an academic institution 
because these institutions are struggling with different hacking 
problems. Moreover, a small number of people are aware of 
cybersecurity issues. There is a desire to learn about the 
various security perspectives. In response to the question, ―Do 
you desire to learn more about security?‖ 35.7 % of 
respondents said "No" they did not want to learn about the 
security. Meanwhile, the remaining 64.3% responded "Yes", 
which means they are keen to learn about the security 
perspectives to protect their information. It shows awareness 



INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VO`LUME 10, ISSUE 04, APRIL 2021  ISSN 2277-8616 

324 
IJSTR©2021 
www.ijstr.org 

of cybersecurity is necessary for educational institutes 
[42].The fourth question is related to cybersecurity in an 
academic institution because, in an academic institution, there 
are relatively low numbers of information security officers at 
present. In response to the question, ―In your opinion, is it 
important that academic institutions have an information 
security officer?‖, only 40% of respondents said that no there 
is no need for a high number of information security officers in 
the academic institution, mean the remaining 60% suggested 
that there must be an information security officer in the 
academic institution for the protection of data. It shows at there 
is a need for information security officers in academic 
institutions. These results are similar to the study of [43]. 
The fifth question is related to cybersecurity in an academic 
institution because there is a need to distribute credential 
information properly. This type of information will be sent 
through the mail, and many members of academic institutions 
are not involved in transmitting such data to the higher 
authorities. In response to the question ―When receiving an e-
mail which requires your credential information such as name, 
date of birth, age, your credit card number, do you respond to 
it?‖, 85.4% of respondents said "No" they do not send their 
credential information when receiving an e-mail, leaving only 
14.6 % of respondents who send their credential information 
with receiving e-mail. Most of the respondents are conscious 
about sharing their data with others.  
The last question is related to cybersecurity in an academic 
institution because there is a need for complete information 
about this problem. If parents and teachers that are connected 
with academic institutions are not aware of cybersecurity, then 
they will face difficulties in the future. In response to the 
question ―In case of receiving a phone call from an individual 
who says he/she is a student's father asking for his son or 
daughter’s marks, is it correct to provide that information to 
him?‖, 87% of respondents indicated that it is not correct to 
provide information about the student's results and academic 
career as this information must remain confidential. 
Meanwhile, only 13% of respondents said that information 
regarding marks could be shared. All of these reviews of the 
respondent's show that is it is essential that the academic 
institution be aware of cybersecurity issues because the 
information must be kept confidential and not disclosed [44]. 
 However, these questions can also serve as a new dimension 
on how to identify the level of cybersecurity awareness of any 
organization. Below are some recommendations to be taken 
into consideration when improving the cybersecurity 
awareness level of specific people or employees within 
educational organizations.  
 

1. Identifying the target audience (organization) 
2. Policy Creation and implementation of cybersecurity 

for the organization to follow.  
3. Involve critical organizational stakeholders, such as 

executive-level management, and other departments 
during the planning process.  

4. Identify and use free resources for awareness 
programs 

5. Create or continue exercise programs that address 
cybersecurity issues and respond option 

6. Create posters, newsletters, e-mail tips, blogs and 
reminders as different individuals learn differently 

7. Deliberate cyber information sharing issues from the 
organizational level to state and national level for 

assistance response.  
Academic institutions need to take a step toward a better level 
of awareness to ensure acceptance of such awareness 
program within their environments, which will help in mitigating 
the escalation of the cybersecurity risks. It is also essential 
that the academic institution have a clear vision and goals on 
addressing the safety measures with the coordination with 
standard bodies, governments and industry.   
The COVID-19 pandemic has changed our daily routines and 
pushed organizations and individuals to embrace a new 
practice such as remote working which means people are 
spending more periods of time online. In turn, the number of 
un-employed people has also increased, meaning more 
people are sitting at home online. It is possible that some of 
these people will turn to cybercrime to support themselves, 
and the rate of cybersecurity will increase. Therefore, 
introducing and implementing a succession planning system 
under these circumstances became a paramount need for the 
universities as they can educate their students, employers and 
staff about the benefits of effective succession planning using 
a series of good content and tutor interaction and virtualized 
exercises for hands-on interplay. 
6 CONCLUSION  
The increased collection of digital data has dramatically 
changed the way organizations, companies, and industry 
sectors work, and it has a direct effect on our lifestyle. These 
data cannot be safeguarded easily, as the attack surface is 
continuously increasing and dynamically changing its attack 
form, while the security of the deployed primitives is not 
always retained. The work presented in this paper is a step 
towards understanding the level of cybersecurity awareness in 
academic institutions using a survey dataset used in one of the 
published works in the literature. PCA is used as a statistical 
data reduction technique to explore and identify linear 
relationships among the questions in the dataset. The result 
provides a new dimension of questions to be used in 
determining the awareness level as it has been verified using 
the PCA technique. The paper also provides some 
recommendations on how the level of cybersecurity 
awareness can be increased in both the public and private 
sectors. 
 
 
 

Appendices 
The selected questions based on the PCA analysis are 
provided in the following table.  

 

Question 
number 

Questions 

1. Did you try to use an encryption method or 
encryption software to protect your sensitive 
information? 

2. Do you use debit or credit card at an outdoor 
payment machine? 

3. Do you desire to learn more about security? 

4. In your opinion, is it important that academic 
institutions have an information security officer? 
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5. When receiving an e-mail which requires your 
credential information such as name, date of 
birth, age, your credit card number, do you 
respond to it? 

6. In case of receiving a phone call from an 
individual who says he/she is a student's father 
asking for his son or daughter’s marks, is it 
correct to provide that information to him? 
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